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Microsoft Defender for Containers
Protect multi-cloud and hybrid container deployments
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Solution components

Example: cluster CNCF Workloads for: 

• The connection to Azure 

Arc (enabled K8s)

• Defender Extension 

(DeamonSet)

• Azure Policy Extension 

(w/ Gatekeeper)

In EKS and GKE there is a 

different mechanism for K8s 

audit collection.

In AKS there are no Arc 

component, the Azure Policy 

is connected through an add-

in and the audit log collection 

is native,.







• Kubernetes Goat | Kubernetes Goat (madhuakula.com) – By Madhu Akula
• A look at how Defender for Containers protects your clusters (guillaumeben.xyz) – By Guillaume Benats

• https://madhuakula.com/kubernetes-goat/docs/

• https://github.com/madhuakula/kubernetes-goat

• https://hub.docker.com/search?q=madhuakula

• https://guillaumeben.xyz/defender-containers.html

Resources and experiences used in my lab

https://madhuakula.com/kubernetes-goat/docs/
https://madhuakula.com/kubernetes-goat/docs/why#author
https://guillaumeben.xyz/defender-containers.html#Item-5
https://www.linkedin.com/in/guillaume-benats-25550426/
https://madhuakula.com/kubernetes-goat/docs/
https://github.com/madhuakula/kubernetes-goat
https://hub.docker.com/search?q=madhuakula
https://guillaumeben.xyz/defender-containers.html
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