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Microsoft Defender for Containers

Protect multi-cloud and hybrid container deployments

Hardening

Continuously assess and
improve the security
posture of your
containerized
environments and
workloads

Vulnerability
management

Reduce your attack
surface by continuously
scanning workloads to
identify and manage
container vulnerabilities

Advanced threat
detection

|dentify runtime threats

with prioritized, container-

specific alerts — using
powerful insights from
Microsoft Threat
Intelligence

Multi-cloud

support

Single container security
solution for Kubernetes
clusters, across Azure,
AWS, GCP and on-premise

+
&

Deployment and
monitoring

Frictionless deployment
provisioning at scale with
easy onboarding and
support for standard
Kubernetes monitoring tools



Threat detections aligned to the Kubernetes Attack

Matrix

Access cloud resources

Execution into container List K8S secrets Container service account
Bash / cmd inside container Privileged container Mount service principle Applications credentials in configuration files
New container Cluster-admin binding Access container service account Writable volume mounts on the host
Exploit vulnerable application (RCE) hostPath mount Access managed identity credential CoreDNS poisoning
SSH server running inside container Access cloud resources Malicious admission controller ARP poisoning and IP spoofing
Privilege Credential Lateral
Execution escalation access movement
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Initial Persistence Defense Discovery Collection
access evasion
Compromised images in registry Backdoor container Clear container logs Access to K8S API server
Application vulnerability Writable hostPath mount Delete K8S events Access to Kubelet API
Exposed sensitive interfaces Kubernetes CronJob Connect from Proxy server Network mapping

Malicious admission controller

Instance Metadata API

Data destruction
Resource Hijacking

Denial of service

Impact



Solution components
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Services Q

Amazon Elastic
Kubernetes Service

Clusters New

¥ Related services

Amazon ECR

Container storage for EKS

Documentation [

Submit feedback

= Google Cloud

{EE Compute Engine

Virtual machines ~

B vMinstances
Instance templates
Sole-tenant nodes
Machine images

TPUs
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Related actions

@ Explore Actifio GO
Back up your VMs and set up disaster
recovery
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B View billing report
Wiew and manage your Compute Engine
billing

SHOW INFO PANEL
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il Monitor VMs
View outlier VMs across metrics like CPU
and netwark

= Explore VM logs
View, search, analyze, and download VM
instance logs

Set up firewall rules
Control traffic to and from a VM instance

¢ Patch management
Schedule patch updates and view patch
compliance on VM instances
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Microsoft Azure L Search resources, services, and docs (G+/) stefanpe@stefanpedev.... @
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Home > Azure Arc

&% Azure Arc | Kubernetes clusters = - X
== Microsoft
l,O Search (Ctrl+/) ‘ « -+ Add a Kubernetes cluster with Azure Arc €93 Manage view v () Refresh Exportto CSV %5 Open query %, Assign tags
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{ No grouping A ‘ { == List view N
Management
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Resources and experiences used in my lab

« Kubernetes Goat | Kubernetes Goat (madhuakula.com) — By Madhu Akula
A look at how Defender for Containers protects your clusters (guillaumeben.xyz) — By Guillaume Benats

*docker Tl CQ madhuakula/k8s-goat]

O Product Team Enterprise Explore Marketplace Pricing

IF you like Kubernetes Goat, give it a star on GitHub 2nd share on Twitter p4
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Kubernetes Goat

Kubernetes Goat is an interactive Kubernetes security learning
playground. It has intentionally vulnerable by design scenarios to

e s eniees | o htps: //madhuakula.com/kubernetes-goat/docs/
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&%) madhuakula Updated yarn packages

urity issues in Kubernetes clusters, containers, and cloud native

2 Kubernetes Goat | ¢ https://github.com/madhuakula/kubernetes-goat
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* https://hub.docker.com/search?g=madhuakula

It's tough to learn and understand Kubernetes security safely, practically,
and eFFiciently. So here we come to solve this problem not only for
urity researchers but also to showcase how we can leverage it For
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learmng Kubernetes security.w also he lp ng products & vendors to



https://madhuakula.com/kubernetes-goat/docs/
https://madhuakula.com/kubernetes-goat/docs/why#author
https://guillaumeben.xyz/defender-containers.html#Item-5
https://www.linkedin.com/in/guillaume-benats-25550426/
https://madhuakula.com/kubernetes-goat/docs/
https://github.com/madhuakula/kubernetes-goat
https://hub.docker.com/search?q=madhuakula
https://guillaumeben.xyz/defender-containers.html

Home > Container registries > acrstefanpe’

Container registry
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Overview

Activity log

Access control (IAM)
Tags

Quick start

Events

Settings
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Encryption

Identity

Networking
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Repositories
Webhooks

Replications
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£ Search resources, services, and docs (G+/)

<, acrstefanpel | Repositories %

@ Directory: stefanpedev

O Refresh

’ £ Search to filter repositories ...

Repositories T

k8s-goat-batch-check
k8s-goat-build-code
k8s-goat-cache-store
k8s-goat-health-check
k8s-goat-helm-tiller
k8s-goat-hidden-in-layers
k8s-goat-home
k8s-goat-hunger-check
k8s-goat-info-app
k8s-goat-metadata-db
k8s-goat-poor-registry

k8s-goat-system-monitor
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